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EDUCATION 
CASE STUDY 

Cutting Edge Document Security made simple 

ABSTRACT 
Ashoka University is a pioneer in  providing 

multi-disciplinary liberal education at par with 

the best in the world, based out of India. This 

case study explains how Ashoka implemented 

cutting edge  QR code-based document security 

solutions from Qryptal. The solution delivers 

highly secure and  easily verifiable transcripts 

and certificates to their students in electronic 

and printed formats, thus continuing to enhance 

the reputation of the university protecting 

themselves against forgeries and frauds. 
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About Ashoka University 
Ashoka University is a pioneer in its focus on providing a multi-disciplinary liberal education 

at par with the best in the world.  Located near New Delhi, with students drawn from over 18 

countries and 98 cities, Ashoka is called “Ivy League, Indian Style” by Financial Times. 

Ashoka aspires to develop critical thinking, well-rounded individuals who can approach 

issues from multiple perspectives, communicate effectively and become leaders with a 

commitment to public service. In a short period, Ashoka has become one of the most 

sought-after and well-known universities in India attracting faculty from elite universities from 

all over the world. [https://www.ft.com/content/b8fabc8c-1559-11e8-9c33-02f893d608c2] 
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The Challenge 
Being a pioneer in the field of education comes with its own set of challenges. With a 

visionary governing board, it was expected that they implement the best systems to make 

their certificates and transcripts tamper-proof and unforgeable in both formats –digital and 

physical.   

Further, they wanted to do this efficiently and provide a valuable service to their students by 

making their credentials instantly verifiable by third parties like other universities, embassy 

visa officers and employers. 

 

An Industry Plagued with Problem and No 
Easy Answers 
Educational certificates and transcripts play a critical role in a person’s life and career. The 

ability to create and maintain and trustworthiness of these documents and the information 

contained in them is essential to establish the student’s credentials and by extension the 

institution’s reputation.  

Normally for verification of educational credentials, traditionally one or more of the following 

approaches are used 

1. Clearing house: Universities tie-up with clearing houses which provide verifiers with 

access to the information for a fee. 

2. Third party verification service providers: Background verification 

companies/employment screening intermediaries approach the educational institution 

through their established channels and get the details for the specific student(s) 

verified for a specific client. 

3. Direct approach: The verifier may directly contact the University through channels 

such as e-mail or online account to get details which are provided after ascertaining 

the need for giving the information.  

4. Physical Security Features: Holograms, RFID tags etc. are sometimes used but 

these fall short on many fronts: 

a. ease of verification: not easy to verify and may require special hardware  
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b. Can by their nature only work for originals and not for copies or electronic 

versions  

c. Short shelf-life: A particularly university has to keep changing these physical 

features over time and it is difficult for third parties to keep track that this 

institution used a particular hologram from 2010 to 2012 and then another 

one from 2013 onwards. 

All these methods have their challenges and some common issues are time is taken for 

verification, cost, the possibility of manipulation of low scrutiny databases, connivance of 

staff to give wrong information and exposes sensitive student information to these 

“intermediate handlers”. 

Key Decision Factors 
When Qryptal met with Ashoka University, we took them through a detailed study of the 

issues and available solutions.  

There are many different types of solutions – holograms, embossments, digital, RFID and 

smart chips, QR code – that are available. The pros and cons of each were highlighted. One 

of the key areas that was important to Ashoka was the seamless security offered across 

both digital and physical formats. Moreover, the document in either format would need to be 

easy to generate and yet be tamper proof with a high level of security. As with most 

educational institutions, they needed it an affordable cost, with a simple implementation 

methodology. 
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Technology Choice 
Qryptal presented its credentials as world leaders in document security solutions. Qryptal is 

a pioneer in high secure QR code-based document security solution. Primary reasons for 

using Qryptal: 

● Military grade security for both digital and physical printed certificate formats 

● Easy API integration with Ashoka’s Student Information System (SIS) 

● Integrated support for both secure code and document generation based on 

Ashoka’s template layouts 

● Multi-user and audit trails 

● Responsive support 

Qryptal Solution 
Ashoka now uses highly secure Qryptal Secure QR technology to secure their educational 

documents. They have been using Qryptal since early 2017. Qryptal QR secures and 

generates all their transcripts and the final degree certificates for the various short and long 

programs run by them 

 

Electronic Transcript Sample 
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Printed Transcript Sample: printed on university pre-printed stationery 

There is a onetime integration needed to configure the templates, images and another setup. 

After that - it’s a simple case of making an API call with the relevant information from the 

institution to the Qryptal generator and the PDF is created instantly. The same can then be 

printed on special paper as required and the student can have the physical as well as the 

electronic copy of the document.  
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Since integrating with Qryptal, Ashoka University has generated thousands 

of certificates with more than a dozen templates for the various programs 

and the system has been functioning efficiently for the university, students 

and third-party verifiers. 

Verification Experience 
There is guidance provided in the form of easy to understand text next to the Qryptal Secure 

Code which helps the first-time verifier to go to the right domain to download the app for 

verification.  

 

Solution Summary 
 Qryptal Solution helps them to secure the entire transcript information in the form of a 

secure QR Code sealed with the University’s private key. 

 This solution is being used for both transcripts and the degree certificates and for both 

the electronic and printed versions of the certificates.  

 Qryptal also provides a comprehensive solution to programmatically generate a fully 

finished PDF (having the Qryptal secure QR code) as per Ashoka’s templates with both 

dynamic variable data and static information.  

 The solution involved a one-time integration and configuring templates 

 After integration, an API call with relevant information is sent from the Student 

Information System and the finished document is returned by Qryptal. 
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For more information contact info@qryptal.com 

 
Qryptal Pte. Ltd, 105 Cecil Street, #15-02 The Octagon, Singapore 

Twitter: @Qryptal; @StopFakeCerts 

2018 Qryptal Pte Limited. All Rights Reserved. The accuracy of information: While the 

Information is true and correct at the date of publication, changes in circumstances after the 

time of publication may impact on the accuracy of the Information. The Information may 

change without notice and Qryptal is not in any way liable for the accuracy of any information 

printed and stored or in any way interpreted and used by a user. 
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